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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
2
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3
Rationale

This paper proposes a new solution for if UP IP over eUTRA to 5GC.

There is impact on the following network options:

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

There is impact to the UE, the AMF and the ng-eNB.

It is proposed to add this new solution to the TR 33.853 [1]. 

4
Detailed proposal

It is proposed to approve the pCR to the TR 33.853 [1].
**** START OF CHANGES ****

6.x
Solution #x: Using spare bit in existing 5G UE security capability to signal the UE support of UP IP over eUTRA to 5GC
6.x.1
Introduction

This solution addresses key issue #6 (UE connected to 5GC indicating support of UP IP over eUTRA). 

This solution impacts the UE, the AMF and the ng-eNB.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.x.3
Solution Description

The solution is to use one of the spare bits that is currently not used in 5G UE Security Capability IE (see 9.11.3.54 of TS 24.501 [10] copied below) to indicate that the UE supports user plane integrity protection with an ng-eNB. This would avoid taking one of the existing code points for indicating support/no support for encryption algorithms and integrity algorithms.
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Figure 9.11.3.54.1: UE security capability information element
This information element is already protected to the core network in NAS signalling and also replayed to the UE to ensure Man-in-the-middle attacks are avoided.
This new spare bit would need to be signalled from the AMF to the RAN nodes and therefore mapped to a new information element on N2 interface.
The UE security capability IE is always included in the Registration Request message at mobility when there is a possible AMF change.
6.x.4
Solution Evaluation
This solution meets the security requirement for key issue #6 (UE connected to 5GC indicating support of UP IP over eUTRA) and impacts the UE, the AMF and the ng-eNB.

It reuses the existing NAS signalling and the information element in a secure manner to indicate UE's support of user plane integrity protection over eUTRA to the network.
**** END OF CHANGES ****
